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1. Introduction 
 

 The TotalCrypt system developed by CableWorld 
permits scrambling up to 64 elementary streams within 
the transport stream. Reception of the scrambled 
streams can be authorized by subscriber and by ele-
mentary stream separately. The stream is restored by 
the Descrambler Module, which is connected to the 
system through the Common Interface (CI) connector 
of the receiver. 
 For the right operation of the receivers (set-top 
boxes, professional demodulators etc.) used in the 
TotalCrypt system, their input transport stream has to 
be formed according to the individual requirements 
depending on the software of the particular receivers. 
In the present description discussed will be the deter-
mination of the required transport stream attributes and 
their setting with CableWorld TS remultiplexers. 
 
2. Operating professional receivers 
 

 The TotalCrypt system needs only the transport 
stream to pass descrambler module. With professional 
receivers, where the user provides for leading the 
transport stream through the CI, the transport stream 
does not need to be modified. 
 CableWorld’s CW-4878 ASI Descrambler and the 
models of the Demodulator Quad series equipped with 
CI automatically lead the stream to the CI, thus when 
using these devices, the transport stream does not need 
to be modified. 
 
3. Operating set-top boxes 
 

 The construction and software of the set-top box 
is complex because it tries to satisfy all demands of the 
subscribers, permitting them to use it without any 
technical knowledge. After changing channel, the set-
top box examines if the service selected for reception 
includes information referring to scrambling. 
 

• If it does not find such information, it sends the 
whole transport stream directly to the MPEG de-
coder. 

• If it finds a CA descriptor, it examines if it has 
among its resources a suitable one for the de-
scrambling and leads the transport stream to this 
resource for descrambling. 

 

The first precondition for the right operation is that the 
set-top box recognises the connected descrambler 
module. As the second precondition, the stream ap-
pointed to being descrambled has to include a refer-
ence to the module type capable of its descrambling. 

 
4. Descriptor of the TotalCrypt system 
 

 The descrambler module of the TotalCrypt system 
logs on at the set-top box with the „TotalCrypt” name, 
during the CAM initialisation procedure. This name 
can be read also on the screen for a shorter or longer 
period of time. In order to instruct the set-top box to 
lead the transport stream to the module for descram-
bling, the CA descriptor of the TotalCrypt system has 
to be placed in the stream. The CA descriptor consists 
of following byte series: 
 

09_04_FF_F8_FF_F8_ 
 

Here, the elements of the 6 byte CA descriptor are 
given above in hexadecimal format. The same bytes in 
decimal format are: 

9_4_255_248_255_248_ 
 

The above CA descriptor has to be placed in the PMT 
table of the scrambled service (program). The CA de-
scriptor may be placed in both the „Program Info” and 
the video stream „ES Info” data series of the PMT 
table, most set-top boxes will find it at both places. We 
recommend the „Program Info” data series, but all 
applied set-top box types need individually to be 
checked for finding the descriptor. 
 
5. Using other manufacturers’ remultiplexers 
 

 Preparing the input signal for the TotalCrypt sys-
tem is not bound with any remultiplexer type; it can be 
made with any manufacturer’s remultiplexer, which is 
capable to implant in the PMT table the above descrip-
tor. 
 
6. Using CableWorld remultiplexers 
 

 The modification of the PMT tables necessary for 
the TotalCrypt system can be done even with the most 
inexpensive CW-4852 two-input TS remultiplexer. Of 
course if the transport stream is compiled with Cable-
World remultiplexer, no additional device is needed. 
 In this description we assume basic knowledge of 
the CableWorld remultiplexer, and we only discuss 
here implanting in the PMT tables the necessary CA 
descriptors. In this description we are going to show 
the remultiplexer from a fully other side and to show 
new facilities not mentioned earlier. 
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Procedure of programming: 
 Lead the transport stream to the first input of the 
remultiplexer and get a sample of the signal. Change to 
the ‘TS Remultiplexer’ function, set ‘PID Erasing’ 
mode and using the ‘Disable All PIDs’ function dis-
able all streams to pass to the output. With the ‘Enable 
PID’ function let pass those PMT tables, which need to 
be modified. 
 Go to the ‘PSI Editor – Programmer’ and set ‘PSI 
Editor Data Source: User Defined’ mode (1). Enter the 
‘PAT-PMT-SDT Editor’ (2) and set the ‘Text Format’ 
to Hexa (3). Type the TotalCrypt descriptor in the 
‘Editor Window’ text box below in the following form 
(4): 
 

09_04_FF_F8_FF_F8_ 
 

Highlight the whole descriptor and with Ctrl+C copy it 
to the clipboard (5). Select ‘Read’ mode (6). Read out 
the Program Info (12, 13) or ES Info (7, 8) data series 
whichever you want to modify, and in the ‘Editor 
Window’ add to its end the descriptor from the clip-
board (Ctrl+V) (9, 14). Insert the modified, lengthened 
data series to its original place (10, 11, or 15, 16). Re-
peat this read out – modification – rewrite operation at 
all places, where it is necessary. In Figure 1 first the 
modification of the ES Info is shown (6...11), then that 
of the Program Info (12...16). 
 Go to the ‘NIT Editor and General Information’ 
page, and uncheck all checkboxes except for the 
‘PMT’ (17). Set the desired repetition time (17), and 
then load the program in the device. 
 Return to the ‘Analyzer - Multiplexer’ platform 
and using the ‘Enable All PIDs’ function let all 
streams to pass. Staying further in ‘PID Erasing’ mode, 
disable the original data streams of the modified PMT 
tables. Perform the programming of the device here, 
too. At the end it is practical to save in file the above 
settings and data. 
 
7. Descriptor basics 
 

 In digital television technology controlling set-top 
boxes and other devices is made using data packets of 
flexible structure, which can easily be modified. These 
data packets are referred to as descriptors. 
 The descriptor is a series of bytes, whose interpre-
tation turns out in the course of their reading. As result 
of the flexible structure any number of descriptors can 
be attached, by typing them one after the another. 
 
 
 

Figure 1 
Procedure of implanting the descriptors in the PMT tables 
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 The general structure of the descriptors is shown 
in Figure 2. Here, the sequence numbers of the bytes 
are given in the upper left corners of the squares. The 
values of the bytes are shown by the hexadecimal 
numbers in the squares. 

Figure 2 
General structure of the descriptors 

 
 The first byte of the descriptor is the Descriptor 
Tag, which indicates the type of the descriptor accord-
ing to the assignment published in the relevant stan-
dard. The h09 value in this example is the identifier of 
the CA descriptor (Conditional Access descriptor). 
 The second byte of the descriptor is the Descriptor 
Length, which gives the number of following data 
bytes, that is, the length of the data field. In this exam-
ple the h04 value indicates the 4 byte length of the data 
field. 
 Interpretation of the data field is very different 
depending on the type of the descriptor; the details are 
published in the relevant standards. Here it is enough 
to know that in this example the data content is carried 
by 4 bytes, whose values are FF_F8_FF_F8_. 
 
 As mentioned earlier, the control functions need 
more or less descriptors. The flexibility is given by the 
possibility of typing the descriptors one after the an-
other in any number and sequence. Figure 3 shows the 
interpretation of two descriptors following each other. 

  
Figure 3 

Interpretation of the data series of the descriptors 
in case of two descriptors following each other 

 

The data series in Figure 3 begins with a h09 type de-
scriptor, which consists of 6 bytes. It is followed by a 
h52 type descriptor, which is only 3 bytes long. In the 
bottom of Figure 3 the byte series is shown separately. 

At illustrating this byte series the notation introduced 
in CableWorld’s system is used, where the bytes are 
separated by the „ _ ” character. 
 Note, for CableWorld software the descriptors 
must be given in this form, because the software can 
receive the data in this form only. In spite of lengthy 
typing, prefer copying with the shortcuts Ctrl+C and 
Ctrl+V. 
 
Recommended literature: 
1. ISO/IEC 13818-1  International Standard 
1. EN 300 468  European Standard 


