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 A programme service is referred to as Pay TV sys-
tem if access to the programs is allowed only those 
having paid the due fees. Already in the age of ana-
logue technology there was a great demand for pay TV 
systems, but digital technology is much more suitable 
to implement such systems. 
 Since the end of 2005 CableWorld has experienced 
very high interest for its pay TV system being developed; 
therefore the developing capacity was increased and the 
developing process was speeded up. Now the system is 
ready and available for use. 
 
1. What is the reason for the high interest for To-

talCrypt? 
 

The high interest can be explained with two main reasons: 
♣ The well-known scrambling systems (Crypto-
Works, Nagravision, Irdeto etc.) developed by special-
ised large companies are used in global systems (e.g. 
with satellite broadcasting). Since unbreakable systems 
do not exist, these systems even after repeated mend-
ing are regularly broken and the keys are widely pub-
lished on Internet. 
 The best defence against breaking is to choose a 
system which is used in a narrow circle only, thus in 
its breaking not all inhabitants of the Earth are inter-
ested. CableWorld’s TotalCrypt has not been designed 
according to the demands of the mentioned global 
systems; it could not even be used in the satellite 
broadcasting, which serves far more subscribers than 
TotalCrypt has been designed for. 
♣ Beyond the service providers also the manufactur-
ers are aware of the large profit involved in pay TV 
systems, and they also want to have their share from 
this high profit, therefore they offer their devices and 
services at very high prices. 
 CableWorld knowing its partners’ situation and the 
market demands priced TotalCrypt very favourably. A 
further eminent advantage of the pricing is that the users 
of the TotalCrypt system have not to pay either a one-
time entrance fee or income proportional monthly fee. 
 
2. What is the essence of the TotalCrypt system? 
 

 In the TotalCrypt system scrambling is made with 
the programmable CW-4861 Pay TV Scrambler This 
device is able to scramble within one transport stream 
up to 64 elementary streams with different PID values, 
and to implant in the transport stream those informa-
tion necessary to control the addressed subscriber set-
top boxes. The photo of the scrambler unit is shown in 
Fig. 1. 

Fig. 1 
CW-4861 Pay TV Scrambler 

Scrambler for one transport stream, for up to 64 elementary 
streams within the transport stream 

 

 At designing the system it was an important objec-
tive to deliver the system operators systems with dif-
ferent scrambling each, so that the subscribers cannot 
move between the systems and make their trickeries. 
For this, the users of the TotalCrypt system get their 
own identifiers, and the system works with its own 
identified descramblers only. The identifiers will be 
programmed in the otherwise universal CW-4861 by 
the user at putting it in operation. 
 Beyond the identifiers the user has to program the 
PID values of the streams to be scrambled, as well as the 
way of scrambling. The way of scrambling is set with 8 
keys of different types, and the user presets by program-
ming these keys to define the way the scrambling will be 
made in his system. The keys can be re-configured at any 
time; in case of a incidental breaking the system does 
need to be replaced, because the scrambling method can 
be changed at any time by the user. The keys can also be 
programmed to change with the time (hopping keys). 
 Note: within a network the data streams of any 
number of channels can be scrambled since the de-
scramblers always process a single transport stream 
only, the one which has been selected for watching by 
the subscriber. Thus the descramblers can work with 
any number of Pay TV Scramblers at the same time. 
 
3. How are the subscribers identified? 
 

 The descrambler of the TotalCrypt system is in-
serted in the system through the Common Interface 
(CI) connector of the set-top box (or the digital TV set, 
in the near future). The TCM-061 Descrambler Mod-
ule shown in Fig. 2 is equipped with an own identifica-
tion number and after having been connected it com-
municates with the set-top box by itself. After the 
communication it receives the transport stream from 
the set-top box, finds in the stream the commands ad-
dressed to it, and according to them it performs the 
necessary steps for descrambling. After having per-
formed the specified descrambling process, it returns 
the modified transport stream to the set-top box.
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 The Scrambler handles the descrambler modules by 
their identifiers, which permit using up to 500,000 
modules within one network. The module works only 
if the Provider Identifier Key and the Station Identifier 

Key arriving in the transport 
stream are identical with those 
stored in the module. 
Fig. 2 
Photo of the TCM-061 Descrambler 
Module to be used in the CI slot 
 

 Both user identifiers mentioned 
earlier, abbreviated as PI Key and 
SI Key assure that the modules 
cannot be transferred form one 
network to the other. At designing 
the system, the repetition time for 

the scrambler’s communication with the descrambler 
module was defined below one second in order to 
achieve a recovery time of less than one second after 
switching on the box or changing channel. 
 

4. How will the reception be authorized? 
 

 The TotalCrypt system expects the subscriber data 
arranged in a file. The structure of this file is very simple; 
it consists of 12 bytes subscriber records. The first 4 
bytes carry the identifier of the subscriber, that is, the 
address of its descrambler module, and each bit of the 
following 8 bytes controls separately one of the 64 de-
scramblers: with “0” the operation is disabled, with “1” 
enabled. The structure of the record is shown in Fig. 3. 

Fig. 3 

Structure of the records in the subscriber file 
 

 The SW-4861 Pay TV Scrambler Controller soft-
ware can receive a subscriber file of any size. Thus the 
system can be operated even with one single sub-
scriber. The software is equipped with two exe files, 
one of them intended for the trained operator and the 
other for the user personnel. When running the soft-
ware intended for the trained operator, the whole sys-
tem can be configured and tested, even a subscriber 
authorization file can be prepared for the test, and also 
large subscriber files can be examined here. When 
running the user personnel’s software, loading the 
subscriber database can only be performed. In the 
practice, the system expects the subscriber data from 

the billing software. For the request by numerous cus-
tomers the subscriber handling was made to permit 
skilled users taking over the control of the subscribers. 
For operating larger systems with subscriber handling 
from the billing program we are in connection with 
ECO-Soft Ltd., for domestic use. 
 The CW-4861 is equipped with two memories, thus 
the subscriber data can be updated at any time during 
continuous operation without disturbing the operation. 
 

5. How to break the system? 
 

 The most important parameters of the access control 
systems are the quality and the breakability. In digital 
technology quality is out of question; if the system 
works, the quality is identical with the studio quality. The 
breakability is to be analysed from the aspect of deci-
phering the coding and of falsifying the descrambler. 

• Undecipherable coding does not exist; decipher-
ing is a question of tool and time only. Hackers 
go this way very rarely, because it is much more 
simple to acquire the information from the envi-
ronment of the designers, than to decipher the 
coding. TotalCrypt is strongly protected from 
this aspect, because the coding is known for a 
few engineers only. 

• The most frequent way of breaking is falsifying, 
that is, copying and multiplying the descrambler. 
The TCM-061 Descrambler Module uses the 
most up-to-date hi-tech FPGA, which has been 
designed for just such purpose by preventing the 
read-out of the data stored in the device. Thus 
the applied special flash technology prevents the 
falsification. 

 

6. How many streams can be descrambled simulta-
neously by the module? 

 

 The TCM-061 module contains 64 descramblers 
therefore it can deliver even 64 scrambled input streams 
descrambled at the output. In special professional appli-
cations this feature can be an eminent advantage. 
 

7. How is the TotalCrypt system priced? 
 

 The pricing of the TotalCrypt system permits even 
very small systems to afford TotalCrypt scrambling. The 
scrambler unit that is to be used in the headend, and is 
capable to scramble all of the 8 … 10 programs transmit-
ted in an 8 MHz bandwidth channel costs 4,000.00 EUR 
FOB Budapest. With the first deliveries, mainly intended 
for test purposes the TCM-061 Descrambler Module 
costs 39.90 EUR. Further on the price will depend on the 
purchase prices of its three key components, which de-
pend on the manufactured quantities. 
 For descrambling more than one transport stream, 
only the number of the scrambler units in the headend 
has to be increased; the descrambler modules can be 
used up to any number of channels. 
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